
CAC CARD

Common Access Card (CAC). The CAC, a "smart" card about the size of a credit card, is the standard identification for
active duty uniformed Service personnel.

A blue bar across the owner's name shows that the owner is a non-U. Although there are a number of barriers
to implementing a new identity management solution, she said culture will be less of a problem than it has
been with other DOD reforms. For retired U. Some states allow the CAC to be used as a government-issued
ID card, such as for voting or applying for a drivers license. The ICC comes in different capacities, with the
more recent versions issued at 64 and kilobytes KB. There are currently four different variants of CACs.
Jerrod Chong, Yubico's vice president of solutions, told FCW that his firm's open-standard device worked
with more than 90 percent of the DOD systems in the test. The back of the card has a ghost image of the
owner. This CAC technology allows for rapid authentication, and enhanced physical and logical security.
Besides the reader, drivers and middleware are also required in order to read and process a CAC. A CAC is
about the size of a standard debit card and has an embedded microchip that enables the encryption and
cryptographic signing of email and use of public key infrastructure PKI authentication tools. But DOD
officials say they are making progress on finding a suite of identity management tools to eventually replace
the CAC. At the time, he said he wanted to have a new set of technologies in place within two years, though
he later admitted that timeline might have been too aggressive. Phase two will involve more field-testing of
the key in the hands of warfighters, he added. The magnetic stripe is actually blank when the CAC is issued.
The card provides all necessary information in a single use, preventing countless hours of busywork, such as
filling out forms by hand. Geneva Convention Accompany Forces Card - issued to emergency-essential
civilian personnel. The procedure for this was documented historically by the Naval Postgraduate School in
the publication "CAC on a Mac" [6] although today the school uses commercial software. The top right corner
displays the expiration date. When the card is removed from the reader, the session ends and the system
remains inaccessible until the next user is validated. However, its use is reserved for localized physical
security systems. PDF Sponsor Barcode[ edit ]. Some work has also been done in the Linux realm. With over
1. Cac card: essential to every aspect of life at DoD Since its implementation, the CAC card has significantly
expedited administrative processing. Data integrity is of paramount importance given the highly sensitive
nature of information handled by DoD employees and contractors on a daily basis. However, in order to access
a computer, sign a document, or encrypt email, signature and encryption certificates are also required. The
approach requires evaluating the privacy and civil liberties implications of collecting more behavioral data on
users and drawing conclusions from that data. All of the capabilities we're looking at show promise in
supporting the operational mission while improving resistance to replay. While a CAC is being used to access
a computer system, the card stays in the reader for the duration of the session. And if applicable, the card also
contains the date of birth, blood type, DoD benefits number, Geneva Convention category, and DoD
Identification Number also used as the Geneva Convention number, replacing the previously used Social
Security Number. Thre's more. During his time as CIO, Halvorsen was a relentless evangelist for using
commercial technology at DOD, saying he wanted a paradigm in which buying commercial technology was
the rule, not the exception. So, stay tuned for the outcome of this pilot. CAC is based on X. The front of the
CAC is fully laminated, while the back is only laminated in the lower half to avoid interference with the
magnetic stripe. A PDF stacked two-dimensional barcode is displayed on the bottom left corner. A CAC
works in virtually all modern computer operating systems. Encryption[ edit ] Until , all CACs were encrypted
using 1,bit encryption. He added that there were some challenges with deploying the device in some combat
scenarios, and there were other use cases the firm had not anticipated from its commercial applications. Chong
said Yubico and DIUx are sorting out the details and scope of the next phase of testing, and the company is
evaluating back-end configuration changes to make the key compatible with all the devices in use at DOD.


